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BUILDING MANAGEMENT WITH REMOTE CONFIGURATION 

the<x)nfigub.tiontliCT^^ • 

' iiuildrngManagemerrtSysteihs.^^^ 

■krcise control byer a varied ^ 
'tei^erato^roomWiiud^^ the catical (e^: inaH^^ 
: 10. •• stCTort.an4so6n):<n^^ 
' tdevices(6r^siinplyc^^ 

control ^di^orting^activ^^^^ 
^'cbimmaidcatiiWsy^^ ^ frSnt-end device (fc^exa^^ ... 
;ho^hersuitable)ype^fd^ / 
15 . ..systraii. 

. ..Tkeconimtnncations system ^sed inBM 

. ■:architectufe.^Howe^^;wi^ the past few years, an indrdasing nupher of BM3 ' , 

20--^;t3ioseusedinstWiardK(^ 
' •■enabiiitliemamif^ 

• - prevalent in such systems. 

• :oh^of the niajor challenges fecedby the installers of BMS is to be able b:p«ibr9i f^t 
25 ^ 'and accurate system configTkat^^^ ' 

■= ofalargemniiber^bfciti^lersC^^ 
. process; the fiist stage requires, the installer^^er to manually ent^ data (including y 
.: at l^tadevicenijmbef and Internet Proto 

dumb tbtimnal or a 1^ PC • Hiesecond stage mvolves the downloading of the 
complete configuktion,data frbmlheW^^^ 

'•toanumberofpotential,problerns..akyd^ : 
VrefiMrencetoFigurel.. "'' . • ' •. ■ ■ ■ 
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Figm:el Shows, in outline, the network layo^^ - •. 

: SysteiiL\The sykimcomm?P?, a phirality of onitrqUefs L and a server 2 (nonnalb^ a. 

lareysedto create :akera^ S 
^badd>onenetwoi2^ j^arb cliist^ed «m one or inore:s^ 

3^ ie cphic^s l and:the server 2 use IP teckiology (IP address^ a^ • 
'■ whii allowi staiiia^ "biBMh^-shelf^ IP ro^^ to lie used as ti^.^cmta^s-3;,In..; 

' some-bases theriet??^6rt utilised by other.IT systems 4. 

Jhe-system is based on a distributed ardhit^^ the cmitrollfers J :^hi^ - i 

fihteiiig^ iiii thiy xjanpbr&n^ Once? sePup, the-; " 

^^cbiitrollears 1 are^ly enable of xjperatimg'^^^ any usef intervention and do :n0t- :- • - 

necessarily reqirir^ thte use of i front-end appUcatiori running ori the sery^ 2:'T:his is ■ 
. .^eved) W a^hi>riy^ configmration of the cpntrdU^ I durmgtlie installation stage. 

. iu<s msiaimuon oi me.sysiem mvoive$.me louov^ 

■ i : . ■, . The installer lays-put liie coriimunication hnes (or uses existing on^es. if . .. •: 

■ appropriate) ahd powers-up the controll^^^ 

; : - bperatiohal} At this^stage, the controller is in a «'npri-commissioned^' s^^^ 
process is complete, ti^instaUCT 



2: the corninissioniiig engineer p^aiiy.cohfi 

a handheld device e.^, terminal or anotebookPC), by givhig;eacii controU^ a unique 
d^ identifier and an IP ^(fcessJ The contrbUers remdn,in their un-commissione^ - 
stiti: dipugh it is tiow possk^^ 
an IP address. ; ■ • 

^. .. un me server, me engmeer detmes ^aich coiitroller by specilidng.ils device- - 
identifier and lP . addresses amd iiiputting.;^dditioik configuration data such is^ c^^^ 
; algoritltosi raxis^efCTepces . ;• 
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:4. • The final slige.mvolves Qie i^^ ^ 
:st^4toeaiiofthecontixiu^^ . 

.■."cobmii§si6ned" stat^. 

,OIK^ea^:&e.co^trx)Uers^on^tte^ 
; operate iionaaJily. • 

'■■ HoWeyer- setting up a BMS in th^ maito described ^o^^ 

:r-^6t^M^ '^Xtyi^cal^mediiHnis^^^ have around 

:i46+ controilks,but^iiiindSt ca^e^^MS i)^ large buildmgs wh^ the , 

■ tnin^ibrconfriuer^canre^ • 

oper^bnl^ 52^ bontroUe^^ >^ 

typicd figure, for future B 

: ■ Inaniedium:sizeidsite(with^^ 

, . loifg and t^6us;.typiciy the coMguratioh tiibe is m Ihe bider of about 5-1^ niinutes . ; 

Vpa: controUer; whichtranslates:yo about 4 Wsxif configg^ This overhead ^ 
: ■ can W iii^r ^"^^ ^^Ihet^eto ccxmp^ / .; ^ 

•; configuration; ' '][ 

Furthermoi^;whereW^oinmissi^^ ■ 
'■ configuration, there exists a high probabihtyiat ah :engii^^ coul^ inadvertently make. 
piistakes?'Iheco;^gurat^^ 
• . such as' Device Identifier/IP addresses. Default & Backup Server info ; .. 

■ , :;particular, erro^ .' 
: sm^ as tjTQg>^ errors idid/oridress convicts: paused by a currently assigned IP} .. 
address accidentally being reissued .to. another controller: . . ' 

.:-Insom6 cases, the:error may be siichthat the coritrplld' may Appear to the. ■ ; , 

i commissioning engineer as bemg operational ;ev^ th<^ugh vmmg parameters were , 
■ i^ndentally used. Here the iriisfices^are not detected untU the site iaup aiid iuni^ - 
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.TMsoftenc»leadtpadang«b«s>wiba^^^^^^ 
Imanagin&compIeK plants anfli^ 

■ Itwmbeapparehtftomthea1,ove,1bat.thecteeat;coi^guratio^ ' 
i^^d^otscopefbrcrrorawii^o^ ' 

:<)„epossibteaUeriativetousmgteourrefi^ i 

; "process^ 
iWrianuoHost Cbnfigura&nProtoc^^^ 
: to dynaimctay distriliute ip addiissmgWd 00^^ 

>(,emoteterinit«ls)bveran*wor^ Nto^aliyiheOTCP server provides .to ^ 
^^atliastfe;fbnovv^basicu3fc^ 
(Gateway. . / 

■ 0.teinarmtocanbeprovidedaiwen.sacHasDom^ 

.V,:.3^er«ldressesariwindov^In^ ^ \ 

V : ^t^;^sWator;Oohfiguies*etoHCP^^^ 

'.; out tp each client. , 

Dy„armcHostConfigt.ationPtbtocoVwasderived&6m^^^ 
■ ■ Protocol 0B6OTP)(RECs 951: aai 1084), wluA ; 
■ . addresses (as:Wil as reiotebootmg of disH^s worl^ta^^^^^ 

• '. ■ ' ■ ^+ >TP ^,iHrp<i<:e«! DHCP supplies. all coniagurati^^ 

. supportiiig dynamic assignment of ff addresses, jJM^^r bupp 

'requiroiijy TCP/IP, plus ad^ 
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, MvviUbeWainedingreaterdetailbelow.theD^^ 
r adBmustn.tor toconfig^^ apMtyofcUentte^ 
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segri^flkis^rvAdbymeDHCPserverCorane^^^ 
of available IP addresses. 

■ TieDkCEacotS asks fbr*iP.^s(^ 

• (Sto Offed by the DHCP server 6. accepts fhe.offer Snd requfets the . address (DHCP , 
; li^«t);i0^ffiaany ask^^ (DHCP Actoowledg^), ; 

l^^ak^sure^drises areWt Wasted^ tteDHCP server 6 places an ad«s^ - 
; defeedtiL4rat^i.he:add^.:a.^^ 
period thebHCPoUeat5re<iu.stsiSer^and.to 
■laselHs^s*at,^.ataad>iBe^oiis^ingi.s^^^^ 

■ addieiisrehirni:tc(*ep6olfcrteassigDm*t ^ 

' Safe and reUable network configiiratipn; 

- • ^ . a. , . : . : P^ 

coiifigurktiori, stichastypo^liicalettbrs;: . 

b::' ■ ^ DHCP-ininhliises address conflicts caused b^ acurrbitly assi^lP^.^ 
,. . , > •- ■ ad^s^iderital^ 

• 2: Rbduced network adininistra^^ 

. a. TCP/IP configuration is centralized mdtomated^^ ^ :. 

- .^;^rietwoxkadmh^^ 
. TQP/EP configiirationsl ; 
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^. c6nfigiiratioriV^>?y 

i address changes for cUei^ 

' .frequeatly;sucb asremote access cli^ Mlnoye around constei^ 

.new location; and 

■ i- ' Wst touisrsknfowardpHGP;^ : . 

■ ' ■ -reqvdremeit of setting^ 
andther reason to do sol 

■ A. iWtDHCT andits associatedcom^^ ionai^o^^e^.^i^^ii^P-^ ; A 
^■ti^^^n^.^^ atay.cp„*6nent of the TCP/IP suite and^ : 
aoeeptwiamajot ina^^nd^- 

■p,eseits.apumbe,oi^chan«^ .;. 
■ Maaagem 

:.A»»ierlyiiigprmoipleofD^ 
■^66i*;ftst,ien^W.-ii««ffiad*^^^ 

■every timeire^oin..hi,>e,w^ 
^^aniot«lyoi.ttildr^ses:alonetoa^fa« 
:-.^lvedbynsingan^goonvention.(supp^^^^^^^ 
" V DNS tei«rt)ta wM<i each d<^Wla»^ 

. server... 

' Within aBMS appUcation. appUcatio,^ also^fbrtooflier'app^^ 
■ . : ■usinganamingooivention.witt.thetmderlyiBgfi^^^ 
ttei^W«.&relPaadrei«:BowW*;wid.a^ 
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•keuse of dy.^y allocauSlP a4afesses,presents.artanber ofproblenis. It >snot^. ;• 
„^eColdR^,.r^iveekistingcoi.iolp^^^ 
■ ■ IP addiesiandoihcr inforWtioiiwereobtain^^ ' ' 

;:„eanthatpa*'ofth=BMSareV^!etoc.^^ 

.^^^enSriatidcofltrolsystemsuchaBfl^ ^ ; 

anin.b.rbf.BMS consis.:of oontxoUei.M^^ 
i..iatediodatiom;i*esec6«troUe.o^ 
i„&BMSServerasweUas:toWcontro!i«..m^^^ 
iechanism;m«^W**,DHCP c^ot be used- as a.primary mians of ^OBfiy^ . ; . 

. 'liese .contioUei^^^^ 

. As i^ appiort ftom tbe above; While the PHCP is oomno.dy uied ^«itiun an .IT_^^ 
/^virc^iUsim^ 
Buii4ing Syst 

■ Accbrdii«.ooi^4eot6fthei«fei^ ^ V 
-^„videdc6mpriingafiohtena4e^^ce:«k^ 

-'^h'bontronetdevicebeing adapted tbt^^ ■ 

■ safficieatlyc»»ab^.toperfonni.s at^int^ ; ■ 
.■-adapted to i.sp^dto.«>chaoonfi,g»ra,ion>ta.re^^^^ 

dataiesponsecdutahringmereiuiredconfiguxatiohdata ; 

. ^eaohbroidcastconfiguratioBdatare^ponsel^^^^^ ^• 
: eaph:con1MUer devieeto detetnwie.*e^^ ; ' 

co.nfiguration dataresponse.- . . - : 
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- . According to another aspect bf the present invention, a piethod of cpnfigurihg a 

: buildingmanagem^s^ 

. controUeir devices is provided the-me&^^^^^ 

■ a)prograininingeachco^^ - 
[■ ocmfiguratipn.datatQ:p transnnt^ c^nfigu^ ; 

data request;, 

^ b)progranHnihg the front en^ 
^cc^olii-dfevice;b>rhr<^ad(i^ 

• deviceieich sudicohfi^^ ' 

' required.by.W^oiitrolier=d^^ • \. 

. ■ ^ciSiid^h^ detennine^jv^ 
. .ignore the.cbhfigura^^^ response; . 

• i^f^ly,aiecpnfigu^ •= 
...conthjller devices a^^ 

^^ach configuration data respdnse may incltide a conHoller device idmtifier identifying ■ 
: the contrbller:devibe that requires the configuratipn data, each controller device being , :' 
;.,adaptedtofet.oi^^ona^nfigur^ 
• ;V device identifier. 

"Eabh c(mf[gufationdatareq1^ identifier identifying: / ^ 

V. tiiecontroUer,<Wices^ 

. >iapted ■ • 

" requestin order to detai^ " . ^ 

• .Preferably, each cdhtroUbr device is adapted to broadcast a configuration data request ■ 
toaUtiieother coniroUerievic^ a^ enddevice, each suqh configuration data 

' requ^t including sufficierit informatibn to ena^^^^ 
. ;whethertoactonorig£irethecon&.r^orida^ 

: ; configuration data requests ai^ preferably IP nmltibast transmissicms; the end / . , • 
V device and c<mtroiler devii>es all sh^ .v j 
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. .. .. .... . . •• , . . .• 9 • V .■ " ' '■ 

being ad^ted toUctoi^y pii requests. . .. 
::Bachcon.rotedivicem^be^apti^ 

■ in the event of a, restart, 

;^hotrecei^edi.acce^^ ^ 

..interval.- . ... 

"■'•..Ase=.plai»d*ov*.,na:conv«io^ 

■:-oheoi.'m<>i=specifibiecipientseaoh^^^^^^^ , 

transnussions..ometimes bdngrete<a to,. asIP mricaating.oipoinMp-pomt .^^ . 
■ messasing). H6*d^er,mthepresent,to^^^ • 
broadcaslsuohteiVistiaBai^ ■ .. 

oontroU^ are preferably teoadcast 

. .Asnoted,aprefe.reamethpdofe^ . 

■ ■;^„„se ai^dixected to aliae conbiue.s:ahdtf».s«ver^^^ of »cast.^ . 

vtraBarmsaons.:bIPmiltioasting,:.aoh:d 

■ ,P address (a sb-eaUed „ultLcast,.dddxe^) ar>d any transnussion seat to th.s address is- 

■ „utedbym»lticistrofe:toeacbdevibeint&tgroip^ 

■ concemedisinessencebro^a^tto^spe^^ V^^!^. 
■ generaltobei^ferred^. forA^ofIPh«.adoas.^ 

.■ sentto3ayandWdevioe;cpn.>^'toane.work..soas.toa^^^^^ • 
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p«.entbnienet«ork.ie.:by assigringfliem^^^^ ■ 
:\,,vi;^and;4eco«t^Uers,. ■ v 

, Management System (^ripi^ art); . 

■ ■Rg4is.-aflow.chartofa&ntollerc6,ifig^onpio«^^^ 
Vpresatttventidn; fi*Aaiep^spe<*ve of iC^^^ 

Sarver.'";- '. 

. -^rise. a oor^eiu^al netwo^iayooi a. described above h> relation to F.gure 1. >e.. ^ 
.be aysteir^con^ses iplu«H<ybf coniroUcrs Voor^^ , 
n.orero;^ersiso-astofonn:aMerarobica,etworM^^^^^^ 
^. tott^bao,=&«^netwoAaid&^ 

^TiecoW-n^rsib^anc^xfig^ , 
b^okedRAMWEEPROMorFaSHipmorydc^^^ 



wo 2004/064323 



PCT/GB2003/005705 



11 



. CHftolterieceiving te coifiguration data. PHor to its configuratipn,; eacl.cqntrplM is , , 
i asslped ai^4ue #ceid«tifi^^^ 
memory. ■ 

: inordertomieuseofffni^casti^ 
•:i^ed-taregistera 

^ii^uii ^-239:255:2^ f^^ . 

fprwiddata iidressed iismg tins multi^cast address. . 

• . ReferrmgW ^Figure 3; the cinfigurati^data^ansmissions; W 
aMli^ s^ar^^capsulated^;^^ &UDI> (User Datagram Prot^^ y. ■ ■ . ■ 
.payloads; Xisepayloads con^^^^ ' - 

W&einteg)^ 

luadditicmto^^IP aBdtji^^heMers:7,8,:each^ansWss^^ ' 
foUowiig data fields; , / 

^a)- apataT>T)e.field9coii^ 

-ioiliWccinlrpUerrequik^ . V 

• . Jresporis^ (vtoi M^ 
server);. 

' ^ b) ■ aDevic^Xdentifier field 10 containing the i^i^^^ i^e^^ ' .■ ' 
controiler.thjit requires cp^^ 

• : oy ■ ■ inthecaseotatypicalBMS site- cc«^ 

:./ /^n66ritamingdatal^ " ■ ' 

;', ; ' • cbiifiguratipn dat^^ and 
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dr . -aCoSfiguiakoaDaUfiadll.-^herethedalatrm^^^^^ 

..yo,^guiationda.a'r^nse<i.;ajbs^ 
in question.. ,. 

'^ifiecki5)anaismnpn-^^ 

• Will ignore this dkta packet. ^ ^ ^ ^ 
-ae cotoUer tfen.its atimer 19 and awaits ai^pon^e tokaie .=ry^^^ 

^ ^18 U dispaicM.: dnoc .Wsponseis r*eiv,d ton^a« serv^.*, co„m>Uer 
■verifiesihc-dafa-aiandidaa.iheconfiguxatiouar^^^ 
.abosith.Con,mi.siomngFUgto>^ 

Wb.,riiuitearesen.WtheWver/.Tlieoo^^ ' 
sws-upwimienewconfigmakonparamkers-upoate^ ^ 

;BcedWt^t^gisterie^.ulticastIP:,ada^^^^^ 

. the device 25, 

Rifcrtingniw to 4c server flo^ohak.ofFiguxeS.OBee^^^ 
: 26 inidalisedan- tasks ^uk appUcaiio^^ 
• theservcr waits 29:for any iii-eo!^^^ 
V. verifi*s30fheConixon*14-ti£er.»dT^eagarf ; 
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66ntibUer-configaration.If.ie server dcesV^^^^ 
■ii^ilso that to aotibn, pllierwiseitwmsend 32 the; 

::^pacW; contains a-fieididenti^^ 
Controllers will ignore . data pacljet. • 

. Acon^arismoftheW^nmethodofconfign^ 

• ■'dic.^ationmethod.iscribatorel^^^^^ ■ ■ ^■ 

' bdowiiatableX. i^U^ajpp^ \ 
■oonfi^dipfQcisUiiipplffi^^ ... 

: , Varices of ermrs pcduiii^ . 

; . The technique described here is not c^^^^ 

: used,with.iY'BMS that;isBas»i.<mffi.tec)>aolbgy: . , 

V-Tte fbfegoi>%broadly describes thepr^ 
:and,modifi6ationsaswoadbe:apparenttpthoseoto^^ 
■.■tobecbmprisedwithinthescopeofthis^^^^^ ■ 
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•14 . 
TABLE 1 



STAGE 1 


[JSING KN6WN iMETHOP 

; '-v'.. '.':" '., . ^\ ' ^ ■" 1 


JSING METHOD P* rJ^taiS'i^ a 
EMBODIMENT. • , 


,1 


The inistaUer lays-buttb^^ 
wmmvmication inedium (or use^^ . 
ejdstihg oiies if appropriate) and \. 
jiowers-up'the' Controliers;' this ensures .. 
that the Corittoller is operational. . , 


S ame as before,. - ■- ^ . ; ' . . j . • 




The comnnssionmgenigineer partially 
coMgures each GonfroUCT;o^7siteby 
providing a device i^ and unique TP 
'addressi.- ' ' 


Only a unique device id need be 
provided.- - ' •.■ ". ; • 




On the front-end,deyice, !he set-up 
appUcaHon requires tiae engiheer to ' 
define each Controller by specifying 
its device id and IP address arid , 
•iiiputtmgthe.appffppriatd additi^^^ . 
configuration data. . .. 


Only the device id need be , ; 

specifiei 1«^ththe;additional 

coiifiguration data being input as .' 

before -- in both cases, the set-up , • 
^plication may validate the 
additional corifigviratibn data. • 


■ 4 :. ■■ 


;the: additional input configtiration data 
is downloaded iiidividually to each of 
- the Controlldcs using the specified IP ; 
addresses. Each Cphtrofe upon 
receiving the additional, data, pecfopns 
a rbset and reistkts. with the new , / 
paraineters. 


The additional configuration ,. . ' . 
data for each controller is ' 
broadcast ias a multi-cast ; ;. 
. transnaissibn containing the '. 
specified device id.. Each .- 
' contioUer deteimines which 
transmission is appropriate to it ; 
and performs, a reset and restart , 
1 ais before. 
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